MamATKa no 6€30NacHOCTU LLIKOJIbHUKOB B CETH MHTepHeTe

C KkaxxgplM rogoM MOJOAEXN B MHTEPHETE CTaHOBUTBLCS OONblUe, a LUKONbHWUKM OOHW U3 CaMbIX aKTUBHbIX
nons3osaternen PyHeTta. Mexay TeM, NOMMMO OrPOMHOIO KONIM4eCTBa BO3MOXXHOCTEN, MHTEPHET HECET U
npobnemsl. 3Ta NamATKa AoMmKHa nomMoYb Tebe BesonacHo HaxoaUTLCH B CETH.

KomMnbloTepHble BUPYChbI

KomnbloTepHbI BUPYC — 3TO pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpamMM, OTAMYUTENBHOM OCOBEHHOCTbLIO
KOTOPON ABNSAETCA CNOCOBHOCTL K pa3MHOXeHU0. B gononHeHne K aTomy, BUPYCbl MOTYT NOBpeauTb Unn
NOMHOCTBI0 YHUUTOXUTb BCE hannbl U AaHHbIE, NOAKOHTPOSbHbIE MONb30BaTEN0, OT MMEHU KOTOPOro bbina
3anyleHa 3apaxéHHas nporpamMma, a Takke NoBpeanTb UMK AaXe YHUUTOXWTb ONepaLmoHHY CUCTEMY CO
BCeMu dhannamu B Lenom. B 6onbluMHCTBE CriydaeB pacnpoCTPaHATCS BUPYChl Yepes NHTEPHET.

MeToAbl 3aliMTbI OT BPeAOHOCHbLIX Nporpamm:

* Micnonb3yin coBpeMeHHble onepaunoHHbIe CUCTEMbI, UMEIOLLNE CEPbE3HBIN YPOBEHb 3aLLMTbl OT
BPEOOHOCHbIX Mporpamm;

* [locToAHHO ycTaHaBnMBaw nayTy (LMdPOBbLIE 3annaTkuy, KOTOPblE aBTOMATUYECKN YCTaHABMMBAKOTCH C LEeNbio
AopabTKu nporpammbl) U gpyrue o6HOBNEHUS CBOEN onepaunoHHo cnuctemMbl. CkadmBam Ux TONbKO C
odmumansHoro canta paspabotumka OC. Ecnu cylecTByeT pexum aBToMaTu4eckoro 06HOBMEHNS, BKINIOYN
€ero;

* OrpaHnyb hM3nYecKkmin JOCTYN K KOMMbIOTEPY ANt MOCTOPOHHMX JULL;

* /icnonb3yn BHELWHMEe HOCUTENN MHAOPMaLNN, Takne Kak dneLuka, guck unu ann n3 nHTepHeTa, TOMbKO 13
npodepeHHbIX NCTOYHUKOB;

» PaboTtai Ha cBoeM KOMMbIOTEPE NOA NpaBaMy NOMb30BaTENs, a He agMUHUCTPaTopa. ATO He NO3BONUT
BonbLIMHCTBY BPEAOHOCHBIX NPOrpaMM MHCTanIMpoBaTbCA Ha TBOEM NepCOHarbHOM KOMMNbIOTEpE;

* \cnonb3y aHTMBUPYCHbIE NPOrpaMMHbIE MPOAYKTbI M3BECTHLIX NPOM3BOAUTENEN, C aBTOMATUYECKUM
obHoBneHnem 6as;

* He oTKkpblBal KOMMNbIOTEPHBIE (halnbl, NOMyYEeHHbIE N3 HEHAAEXHbIX MCTOYHMKOB. [axe Te cdannbl, KoTopble
npucnan TBoW 3HaKOMbIN. Jlyylle yTO4YHWU y Hero, OTNPaBnsAn N oH Tebe ux.

Cetu WI-FI

Wi-Fi - aT0 He BuA nepegayum gaHHbIX, He TEXHOSOrMs, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
HugepnaHackasi komnaHus 3apeructpuponana 6perng « WECA», uto ob6o3Havano cnosocoveTaHune «Wireless
Fidelity», koTopbI nepeBoanTCS Kak «6ecnpoBoaHast TOMHOCTLY. [1o Hawwero BpeMeHu gowna gpyras
abbpeBunatypa, KoTopas siBnsieTcs Takow e TexHonornen. 31o abbpesnatypa «Wi-Fi». Takoe HasBaHue ObIno
AaHO C HAMEKOM Ha CTaHAapT BbICLUNIA 3BYKOBOM TexHUKM Hi-Fi, 4To B nepesBoge o3HavyaeT «BbICOKas
TOYHOCTbY.

[a, 6ecnnaTHbIn MHTEPHET-0OCTYN B Kadhe, OTENSAX 1 adponopTax siBNSeTCH OTNIMYHON BO3MOXHOCTbIO BbiXoAa
B MHTepHeT. Ho MHorve akcnepTbl cunTatoT, YTo obuwenoctynHele Wi-Fi ceTn He siBnsAoTcst 6e3onacHbIMM.
CoBeTbl no 6e3onacHocTn paboTe B 06LenocTynHbIxX ceTax Wi-fi:

* He nepepaBaii cBOW NUYHy0 nHopmaumio Yepes obwenoctynHble Wi-Fi ceTn. PaboTas B HUX, xenaTenbHo
He BBOAUTb Naponv A40CTyna, NOrMHbI U Kakne-To HOMepa;

* Vicnonb3yi 1 06HOBNAN aHTUBMPYCHbIE NporpamMMbl 1 6paHamayep. Tem cambimM Tl 06e3onacuilb cebs ot
3aKayku BUpYyca Ha TBOe YCTPONCTBO;

* Mpun ucnonbsosaHum Wi-Fi oTkntoum gyHkumo «O6Lwmi goctyn K parinam v npuHtepam». JaHHasa yHKuns
3aKpbITa N0 YMOMYaHMIO, OAHAKO HEKOTOPLIE NOMNb30BATENN aKTUBUPYIOT €€ Ans yaobcTBa MCMONb30BaHNS B
paboTe nnu y4ebe;

* He ucnonbayi nyénmnyneii WI-FI ons nepeaayn nnyHbIX gaHHbIX, HANnpUMep Ans BbiXxoda B columarnbHble ceTu
WM B 3NEKTPOHHYHO MOYTY;

* inonb3yi Tonbko 3awuiLeHHoe coeamnHerne vYepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca BBOAK
UMeHHO «https://»;

* B mobuneHom TenedoHe oTtknoum dyHkuuto «lMogkntoverne k Wi-Fi aBTomaTtnyeckuy. He gonyckai
aBTOMATMYECKOrO NOAKIIOYEHNs ycTporicTea k ceTam Wi-Fi 6e3 TBoero cornacusi.

CouuanbHble ceTu

CoumarnbHble CeTM aKTUBHO BXOOAT B HALLY XW3Hb, MHOTUE Ntoan paboTatoT M XKUBYT TaM MOCTOSIHHO, a B
Facebook yxxe 3apernctpmpoBaH MMnnnapg YenoBek, YTo ABMSAETCA OOQHOM CeAbMOWN BCEX XUTENEN NnaHeThl.
MHorve nonb3oBaTtenu He MOHMMALOT, YTO MHPOpPMaLMS, pa3MeLLeHHast MU B COLManbHbIX CETAX, MOXET
ObITb HaMgeHa 1 CNoNb30BaHa KEM YrogHo, B TOM YMcre He 0653aTenbHO ¢ GrnaruMy HamepeHnsiMu.
OCHOBHbIe coBeTbl N0 6e30MacHOCTU B COLMarbHbIX CeTAX:

* OrpaHunydb cnucok apysen. Y 1ebs B opy3bsix HE LOIMKHO ObITh CryYalHbIX 1 HE3HAKOMbIX FTHOAEN;



* 3awman cBo YacTHYI0 XU3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, Aaty TBOEro pOXAEHUSA U
OPYTYH0 NINYHYO MHAOPMaLMIO. 3NOYMbILLNIEHHUKM MOTYT UCMOSb30BaTh Aaxe UHOpMaLMIO O TOM, Kak Thbl U
TBOW pOANTENMN NNaHNpyeTe NPOBECTU KaHWKYIbI;

* 3awmwan cBoto penyTaumio - 4EPXN ee B YNCTOTE U 3agaBar cebe Bonpoc: XxoTen 6bl Tbl, YTOOLI Apyrue
nonb3oBaTenu BUAENN, Y4TO Thbl 3arpyxaeLub? Nogyman, npexae Yem 4YTo-To onybnmMkoBaTtb, HanucaTb 1
3arpysnThb;

* Ecnun Tbl roBopuLb € NOABMM, KOTOPbIX HE 3HaeLlb, HE UCMOMb3y CBOE peanbHOe UMS U OPYryHo JTIUYHYIO
MHpopMaLMK: UMS1, MECTO XUTENbCTBA, MECTO y4ebbl U NpoYeE;

* 36eram pasmelueHuns potorpacdum B UHTEepHeTe, rae Tbl M306paXkeH Ha MECTHOCTU, MO KOTOPOWN MOXKHO
onpeaennTb TBOE MECTOMOSOXEHNE;

* [Mpun pernctpaumm B coumanbHOn ceTn He06XO4MMO MCMONb30BaTh CMOXHbIE MApPOoSiv, COCTOsLLME U3 BYKB U
LMdp M C KONIMYECTBOM 3HAKOB He MeHee 8;

« [Ina coumnanbHOM ceTu, NOYTLI U APYTMX CanToB HEOBX04MMO UCNONb30BaThL pasHble Naponu. Torga ecnm
Tebs B3NOMaloT, TO 3M0YMbILLNIEHHUKM NONyYaT AOCTYN TOMLKO K OAHOMY MECTY, a He BO BCe cpaasy.
OneKTpOoHHbIe AeHbIn

OneKTPOHHbIE AEHbIM — 3TO OYeHb YAO0OHLIN cnocob NnaTexen, 0gHAKO CYLLECTBYT MOLUEHHMWKN, KOTOpbIe
XOTST NONYYUTb 3TN AEHbBIN.

OneKTPOHHbIE AEHbIM MOSIBUMUCH COBCEM HEAABHO M UMEHHO M3-3a 3TOIO BO MHOTUX rocyAapcTBax 40 CUX Nnop
He NponucaHo Npo HMX B 3akoHax. B Poccum e oHU oyHKLMOHMPYIOT M O HUX YKe MPOoMnMcaHo B 3aKoHe, rae ux
pasfensitoT Ha HECKOMbKO BUOOB — aHOHUMHbIE U HE aHOHUMHbIE. Pa3HuLa B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOpPbIX paspeLuaeTcs NpoBoauTb onepaummn 6e3 naeHTndukauum nonb3oBaTens, a B HeaHOHUMHbIX
naeHTudmnKkauumn nonb3oBaTens sBNsieTcs 06s3aTenbHON.

Tarke cnegyeT pasnuyaTb 3MNEKTPOHHbIE (PUATHbIE AEHLIM (PaBHbI FOCYAAPCTBEHHbLIM BanoTam) u
3MNEeKTPOHHbIE HedmaTHble AeHbrM (He paBHbl FOCYAapCTBEHHBLIM BantoTam).

OcHoBHble coBeTbl No 6e3onacHou paboTe ¢ ANEKTPOHHLIMW AEHbraMu:

* MpuBSXM K cHETY MOOUNBHLIV TeNedoH. TO cambll yOOOHBIN 1 BbICTPLIA CNOCO6 BOCCTAHOBUTL AOCTYM K
cueTy. NMpnBA3aHHbIV TenedoH NOMOXET, ecnun 3abyaellb CBOV NnaTeXHbI Naposb UKW 3aaellb Ha canT ¢
HEe3HaKOMOro YCTPOWCTBa;

* Nicnonb3yn ogHopasoBble naponu. [locne nepexona Ha yCcurneHHyo aBTopu3auuto Tebe yxe He byget
yrpoXxaTtb ONacHOCTb KPaXky UNun nepexsarta nnaTexHoro napons;

* Bbibepu crnoxHbI napornb. [NpectynHyukam O6yaeT He NPOCTO yraaaTh CMOXHbIN naponk. HagexHble naponu
— 3TO Naponu, KOTOpbIE coaepXaT He MeHee 8 3HAKOB M BKITHOYAKOT B Ce0s CTPOUHbIE U NPONUCHBLIE DYKBHI,
uMdpbl U HECKONBKO CMMBOMOB, Takue Kak 3HaK gonnapa, yHTa, BocKnmuaTernbHbIi 3HaK 1 T.n. Hanpumep,
$tRONg!;;

* He BBOAM CBOM NUYHbIE AaHHbIE HA CalTax, KOTOPbIM HE AOBEpPSELLb.

OneKTpOHHas noyrta

OneKTpOoHHasi NoYTa — 3TO TEXHOMOIMMS 1 NPEAOCTABMSIEMbIE €0 YCIYTX MO NEPECHISIKE U NONYyYEHUIO
3MNEKTPOHHBIX COOBLLEHMI, KOTOPbIE pacnpeaensaTcs B KOMNbIOTEPHON ceTU. OBbIMHO 3MNEKTPOHHbIN
NOYTOBBIN AWK BbIFISAMT cnegyowmnm obpa3oM: MMs_nons3oBaTtensa@ums_aoMeHa. Takke Kpome nepegayn
NPOCTOro TEeKCTa, MMeeTCs BO3MOXHOCTL NepefasaTh hansibl.

OcHoBHble cOBeTbI N0 6e3onacHo paboTe C 3NEKTPOHHOWN NOYTOM:

» Hago BbIOpaTh NpaBuibHbIA NOYTOBLIN CepBUC. B MHTEpHETE ecTb OrpoMHbIN BbIGOp 6ecnnaTHbIX NOYTOBbIX
CEPBMCOB, OHAKO NyyLle JOBEPSTb TEM, KOTO 3HaELLb U KTO NEPBbIN B PEUTUHTE;

* He ykasbiBaw B IMYHOM NOYTE NUYHYO MHdopMaumo. Hanpumep, nyyile BbIOpaTh «My3blkarnbHbIN_aHaT@»
unun «pok2013» BmecTo «Temal3d»;

* Micnonb3y AByxaTanHyo aBTopM3aumio. ATo Koraa noMmMo Naposs HY>KHO BBOAUTL KOA, MPUCHLIIAeMbI Mo
SMS;

* Boibepu cnoxHbi naponb. [ns Kaxgoro NoYTOBOro ALMKa LOMMKEH ObITb CBOW HALAEXHbIA, YCTOMUYUBBIN K
B3M1OMYy Napons;

* Ecnn ecTb BO3MOXHOCTbL HanMcaTb CaMOMY CBOW NNUYHbINA BONPOC, UCNOMb3yi 3Ty BO3MOXHOCTb;

* \cnonb3yi HeCKONbKO MOYTOBLIX ALWMKOB. [epBbi Ans YacTHOW nepenqcku ¢ agpecatamMu, KOTOPbIM Thbl
aoBepseLlb. OTO 3NEKTPOHHbIM agpec He Hado MCMNOoNb3oBaTb NPW perucTpauun Ha opymax u camTax;

* He oTkpbIBan hannsl 1 gpyrne BROXEHNA B NUCbMax Jaxe eCriv OHU NpuLLNu oT TBOUX Apy3en. Jlydwe
YTOYHU Y HUX, OTNPAaBMANY i oHu Tebe 3T dainsbl;

* MNMocne okoH4YaHus paboTbl HA MOYTOBOM CEPBUCE Nepes 3aKpbITUEM BKIAAKU C CaiTOM He 3abyab HaxkaTb Ha
«BbInTun».



KnbepOynnuHr unu BuptyanbHoe nsgeBaTenbCTBO

KnbepbynnuHr — npecnegoBaHue COOBLLEHUSMM, coAepXKaLLUMMM ockopbneHus, arpeccuto, 3anyrmsaHue;
XyNUraHCcTBO; coumarnbHoe 60MKOTUPOBAHUE C MOMOLLLIO Pa3fUYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kMbepOynnMHrom:

* He 6pocarica B 60M. Jlydwwmi cnocob: nocoBeToBaTbCA Kak cebsa BECTU U, €CNIN HET TOTO, K KOMY MOXHO
06paTuTbCs, TO BHavane ycnokouTtbes. Ecnu Tbl HavyHelb oTBeYaTb ockopbneHmammn Ha ockopbrneHus, To
TONbKO eLle bonblue pasoxokellb KOHMINKT;

* YnpaBnsn ceoen kubeppenyTtaumen;

* AHOHVMHOCTb B CeTU MHUMas. CyLLecTBYIOT CNOCOOLI BLISCHUTb, KTO CTOUT 3@ @HOHWMHbIM aKkayHTOM;

* He cTouT BECTW XynuraHckuin obpas BUpTyarnbHON XU3HWU. VIHTepHET dukcupyeT Bce TBOU AENCTBUSA U
COXpaHsieT ux. YaanuTb ux byaet kpanHe 3aTpyaHUTENbHO;

» Cobntogan cBow BUPTyarbHY0 YeCTb CMOOAY;

* NrHopupyi eanHn4dHbI Heratus. OgHOpa3oBble OCKOPOUTENbHBIE COOBLLEHMS MNyYLle UITHOPUPOBAT.
O6LI4HO arpeccus nNpekpalLaeTcs Ha HayanbHoOM cTaguu;

+» BaH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMU COOBLLEHUAMM, B COLMANbHbIX CETAX €CTb
BO3MOXHOCTb BITOKMPOBKM OTNPaBKU COOBLLEHUI C onpeaeneHHbIX aapecos;

» Ecnn Tl cBugetens knbepbynnuHra. TBou AerCTBUA: BLICTYNUTbL NPOTUB NpecrefoBaTens, nokasatb emy,
YTO ero AenCTBUS OLEeHMBAaIOTCA HeraTMBHO, NogaepXaThb XXepTBY, KOTOPOW HYXXHa MCMXOrornyeckas NomoLLb,
COOBLLMTb B3POCNbIM O (hakTe arpecCMBHOIO NOBEAEHNS B CETU.

Mo6unbHbI TenedoH

CoBpeMeHHble cMapTdOoHbl U NNaHLWweTbl cogepxaTt B cebe BnonHe B3pocnbli (OYHKLMOHAr, U Tenepb OHN
MOTYT KOHKYPMPOBaTb CO CTaLMOHApHbIMK KOMNbloTepamun. OgHako, cpeacTB 3awuThl A Nog00HbIX
YCTPOWCTB NOKa O4eHb Mano. TecTupoBaHme 1 NOUCK YSA3BUMOCTEN B HUX MPOUCXOANT He TaK MHTEHCUBHO, Kak
ana MK, 1o xe camoe kacaeTcst U MOBUNBbHbLIX NpuUNoXxeHui. CoBpeMeHHble MOBUIbHbIE Bpay3epbl yxe
NpaKkTUYeCKn AorHanm HacTomnbHbIE aHanoru, 0AHaKo pacluMpeHue yHKLMoHana Brne4YeT 3a cobor 6onbLuyto
CMNOXHOCTb W MEHbLLYIO 3alMLLEeHHOCTb. [laneko He Bce NpoM3BOAUTENM BblNyckaloT 0BHOBEHNS,
3aKpblBaloLLne KpUTUYECKEe YA3BUMOCTU A1 CBOUX YCTPOWCTB.

OcHOBHbIe coBeThbl AnsA 6e3onacHOCTM MOOGUIbLHOro TenedoHa:

* Huuero He siBnsieTca no-Hactosiwemy 6ecnnaTtHeiM. Byab ocTopoxeH, Beab korga Tebe npegnaratot
BecnnaTtHbIN KOHTEHT, B HEM MOryT BbITb CKpPbITbl Kakue-TO NnaTHble YCryru;

 lymaii, npexage Yyem otnpaBntb SMS, ¢oTo unm Buaeo. Tbl TOYHO 3HAELLb, rAe OHU ByayT B KOHEYHOM
ntore?

* Heobxoammo 0OHOBMATEL ONepauUmMoHHY CUCTEMY TBOErO CMapTdOHa;

* icnonb3yi aHTMBMPYCHbIE NpOrpaMmbl 41 MOOUIbHBIX TenedgoHOoB;

* He 3arpyxan npunoxeHus oT HEM3BECTHOIO NCTOMHUKA, BeAb OHW MOTYT codepxaTb BpeJOHOCHOe
nporpaMmHoe obecneveHue;

* Mocne Toro kak Tbl BblAELb C CalTa, rae BBOAUI NIMYHYIO MHbOpMaLMIo, 3ainan B HacTpoiku Gpaysepa u
yaanu cookies;

* [Neproguyeckn NpoBeps kakme NraTHbIe YCNyrM aKTUBMPOBaHbI HA TBOEM HOMEPE;

» [laBaii cBovi HOMep MOBWBHOrO TenedgoHa TONbKO MOAAM, KOTOPbIX Thl 3HAELLb U KOMY JOBEpsieLUb;

* Bluetooth gomxeH GbITb BbIKNIOYEH, KOr4a Tbl MM HE Nonb3yellbes. He 3abbiBalt MHorga npoBepsiTh 3TO.
Online urpsbl

CoBpeMeHHbIe OHNaWH-UrPbl — 3TO KPACOYHbIE, 3aXBaTbIBaKOLLME pa3BeYeHusl, OO bEANHAOLINE COTHU ThiCAY
YenoBek No BceMy Mupy. UIrpokn nccneytot AaHHbIA UM MUP, 06LLaoTCa Apyr ¢ APYroM, BbINOSHAIT 3adaHus,
CpaXxarTcs C MOHCTpaMM 1 NOMyYaroT onbIT. 32 yAOBONbCTBUE OHW NNATAT: NOKYNakoT AMCK, ONiavynBaoT
aboHeMeHT unu npuobpeTatoT Kakme-To onuumn.

Bce aTn cpencTtBa uayT Ha NOAAEPXKaHUE U pas3BUTUE UIPbI, @ Takke Ha camy 6e3onacHoOCTb:
COBEpLLEHCTBYIOTCH CUCTEMbI aBTOpU3aLun, BbINyCKalTCA HOBble NaTuu (UndpoBble 3annaTkm ong
nporpamMmm), 3aKpbiBalOTCH Y3BMMOCTY cepBepoB. B nogobHbIX nrpax CTouT onacaTbCs He CTOMbKO CBOMX
COMEPHUKOB, CKOJbKO KPaXku TBOETO Maporisi, Ha KOTOPOM OCHOBaHa CucTema aBTopusaummn 60nbLLNHCTBA Urp.
OcHoBHble coBeTbl N0 6e30MacHOCTM TBOErO UFPOBOrO akKayHTa:

» Ecnn gpyrow urpok Beget cebs nnoxo unu cosgaeT Tebe HenpUATHOCTK, 3a6NOKMPYI ero B CNICKE UTPOKOB;
* Moxanyncsa agMMHMCTpaTOpPaMm Urpbl Ha NIIOXoe NoBeAeHne 3TOro Urpoka, XxenaTenbHO NPUNOXUTb Kakue-To
AokasaTenbCTBa B BUAE CKPUHOB,

* He ykasbiBan NUYHY0 nHopMauuio B npodanne urpsbl;

* YBaxawn gpyrnx y4acTHUKOB MO Urpe;

* He yctaHaBnuBan HeouumanbHble NaTyn n Moapl;



* cnonb3ayi cnoXHble 1 pa3Hble naponu;

+ [laxxe BO BpeMS Urpbl He CTOUT OTKIMOYaTb aHTMBMPYC. [oka Thbl UrpaeLlb, TBOW KOMMbIOTEP MOMYT 3apa3suThb.
PULLIMHF UNK Kpaxka NUYHbIX AaHHbIX

OBbIYHOM Kpadkew AeHer N JOKYMEHTOB CErOAHSA YXXe HUKOro He yamBufllb, HO C pa3BUTUEM UHTEPHET-
TEXHOMNOINI 3MOYMbILLNIEHHUKM NEPEMECTUNMUCH B UHTEPHET, Y NPOAOIKAKT 3aHUMATLCS «OOUMbIM» OENOM.
Tak nosiBunack HoBas yrpo3a: UHTEPHET-MOLIEHHUYECTBA UK PULLKHT, FNaBHas Lieflb KOTOPOro COCTOUT B
nony4YeHnn KoHuaeHunanbHbIX JaHHbIX Nonb3oBaTenen — JIOrMHOB U Naporien. Ha aHrnmunckom Asbike
phishing untaetcs kak pumwwmHr (ot fishing — pbibHas noens, password — naponb).

OcHoOBHble coBeThl N0 6opb6e ¢ humnHrom:

» Cneawn 3a cBOUM akkayHToM. Ecnu Tbl nogo3peBaellb, YTO TBOsi aHkeTa Obina B3noMaHa, To Heobxoanmo
3abnoknpoBaTth ee 1 coobLMTb agMUHUCTPaTopam pecypca 06 3TOM Kak MOXXHO CKOPEE;

* Ncnonb3ayi 6e3onacHble Be6-canTbl, B TOM YUChEe, MHTEPHET-MarasnHoB U NMOUCKOBbIX CUCTEM;

* icnonb3yi cnoxHble 1 pa3Hble naponu. Takum obpasom, ecnv Tebst B3NOMaroT, TO 3110YMbILLNIEHHUKM
nonyyar AOCTYN TONbKO K OAHOMY TBOEMY NPOUI0 B CETU, @ HE KO BCEM,;

» Ecnn Tebs Banomanu, To Heobxoanmo NpeaynpeanTb BCeX CBOMX 3HAKOMBbIX, KOTopble fobaBrneHbl y Tebs B
ApY3bsiX, 0 TOM, 4TO Tebs B3NOManu u, BO3MOXHO, OT TBOEro MMeHn ByaeT paccbinaTbCs cnam U CChINKK Ha
OVLNHIOBbIE CaNThl;

* YcTtaHoBu HagexHbi naposb (PIN) Ha MobunbHbIM TenedoH;

» OTKNIOYN coxpaHeHne napons B 6paysepe;

* He oTkpblBal channbl 1 gpyrue BrnoXeHus B NMCbMax AaXe eCnv OHW NPULLNN OT TBOMX Apy3en. Jlyywe
YTOYHW Y HUX, OTNPaBAAnM Niv oHn Tebe aTn dawnnel;

Lindbposas penytaums

Lindposas penyTtaums - 3To HeraTMBHas Unu NO3NTMBHasA MHopmaums B ceTn o Tebe. KomnpomeTupyioLas
WHdOPMaLMA pasmeLleHHas B UHTEPHETE MOXET cepbe3HbiM 06pa3oM 0TPasuTbLCA Ha TBOEW peanbHOM XU3HU.
«Umndposas penytaumsa» - 3To TBOM UMUIOXK, KOTOPbIN hopmmupyeTca n3 uHdopmaumm o Tebe B MHTEPHETE.
TBOEe MecCTo XunTenbCcTBa, y4ebbl, TBOe h1HAHCOBOE NONoXeHne, ocobeHHOCTY XapakTepa 1 pacckasbl O
Bnun3knx — BCe 3TO HakannmMBaeTCcs B CETH.

MHorve noapoCTKM NErkoMbICIIEHHO OTHOCATCS K Ny6nmkaumMm nuyHon nHgopmauum B IHTepHeTe, He noHMMas
BO3MOXHbIX NMOCMNEeACTBUIA. Thbl AaXe HE CMOXeELUb AorafAaTbCsi 0 TOM, 4YTo dhoTorpadusi, pasmeLleHHas 5 net
Hasag, cTana nNpu4MHoOM OTKasa NpuUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHve TBomx hoTorpadoun n gpyrne AercTBUA MOryT He MCHE3HYTb axe nocne Toro,
KaK Tbl X yoanuub. Tbl HE 3Haellb, KTO COXpaHUn 3Ty MHOpMaLMIo, nonana v oHa B MOUCKOBbIE CUCTEMBI U
CcoXpaHunach fnv oHa, a rmaBHoe: YTO NogymaloT o Tebe okpyxatoLee nioan, KoTopble HangyT U YBUAOAT 3TO.
Hantu nHdopmaLmio MHOro neT cnycTa CMOXET MoboN — kak U3 A06pbIX NOBYKAEHUIA, TaK U C HAMEPEHMEM
NPUYMHUTL Bped. OTO MOXKET ObITb KTO YrogHoO.

OCHOBHbIe coBeThbl MO 3awWwmTe LMPPOBON penyTaumnu:

* Mogymaii, npexae Yem 4To-To Ny6rmkoBaThb M nepenasaTth y cebsi B 6rore nnum B coumansHOn ceTu;

* B HacTporikax npoduns ycTaHOBU OrpaHMYeHnst Ha MPOCMOTP TBOEro Npodusis 1 ero CoOAepXXMmMoro, caenamn
€ro TONbKO «Ans Apy3en»;

* He pasmeLuait 1 He ykasbiBan MHGOPMaLUo, KOTOpasi MOXeT KOro-nmbo ockopbnsaTe unm obuxarsb.
ABTOpCKOE npaBo

CoBpeMeHHble LLKONbHUKW— akTUBHbIE Norb3oBaTenu LudpoBoro npoctpaHcTea. OgHako ganeko He Bce
3HAKOT, YTO NOMb30BaHNE MHOTMMU BO3MOXHOCTSIMU UMEPOBOro Mupa TpebyeT cobniogeHus npas Ha
WHTEenneKTyanbHyt cob6CTBEHHOCTb.

TepMI/IH «MHTEeNneKTyarbHasa COBCTBEHHOCTb» OTHOCUTCS K pas3nn4yHbIM TBOPEHUAM YeNOBEYECKOro yma,
Ha4ynHada C HOBbIX M306peTeHI/1I7I N 3HakoB, 0603HaYarLWMX COBCTBEHHOCTL Ha NpoAayKTbl U ycnyrn , n
3aKaH4nBaa KHUramu, (bOTOFpa(*)VIFIMVI, KVIHO(DI/IJ'IbMaMVI N My3blKalribHbIMW Npon3BeaeHUAMN.

ABTOpCKMe npaBa — 370 NpaBa Ha UHTENNEKTyarnbHy0 COOCTBEHHOCTb Ha NPOM3BEOEHMS HayKun, nuTepaTyphl
1 nckyccTBa. ABTOPCKME npaBa BbICTYNaloT B KAYeCTBE rapaHTum TOro, YTO MHTENNEKTyanbHbIN/ TBOPYECKUIA
Tpya aBTopa He ByaeT HampacHbIM, JacT eMy CrpaBeannBbie BO3MOXHOCTM 3apaboTaTe Ha pe3dynbraTax
CBOero Tpyaa, NonyyYnTb U3BECTHOCTb 1 NpusHaHue. Hukto 6e3 paspelleHns aBTopa He MOXeT
BOCMPOM3BOAUTL €ro NponssefeHne, pacnpocTpaHaTb, NybnMyHo AeMOHCTpUpoBaTh, NpoAaBaTh,
UMMNOPTUPOBAaTb, NMycKaTb B NPOKAT, NyOMIMYHO MCNONMHATL, NOKa3bIBaTb/UCMONHATL B 3chMpe Unm pasmMeLlaTb B
UHTepHeTe.



Wcnonb3oBaHue «nupaTckoro» nporpaMMHoro obecneyeHnst MoXeT NPMBECTU K MHOTMM pUcKaMm: OT NoTepu
[AaHHbIX K TBOMM aKkkayHTam 0 OrTOKMPOBKMU TBOErO YCTPOWCTBA, FAe YyCTaHOBMEHHbIV He neranbHas
nporpamma. He ctouT Takke 3abbiBaTb, UTO CyLLECTBYET NeranbHble U 6ecnnaTHbie NporpaMmbl, KOTOpble
MOXHO HaWTV B CETW.



